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More-electric aircraft

Electrically powered systems (rather than pneumatically or hydraulically)

- air conditioning & cabin pressurization
- brakes & landing gear
* wing ice protection

Opportunities:

- More efficient
- Less power off-takes from engines
- Lower losses due to transfer

* Right function at the right time

- Weight reductions
- Electrical systems heavier than
conventional counterparts
- System-level power and energy
optimization is key.

Challenges:

- Safety-critical electric power system
- Distributed architectures
* Increased complexity
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Dynamic reconfiguration

Reconfigure the network
by opening and/or close the contactors

in reaction to the changes in

the environment
* health status of the

components

- flight phase
* pilot requests

to satisfy safety and

performance specifications.
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Sample specifications
Requirements:

No AC bus shall be simultaneously powered by more than one AC source

Essential AC buses shall never be
unpowered more than 50 msec

Priority || Bus 1 | Bus2 | Bus 3 | Bus 4

Do not exceed the capacity of the generator
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Do not lose more than one bus for single failure

Buses shall be powered according to their priority tables

Bounds on the number and

sequence of contactor switchings Q “““““““ Q Q ““““““““ Q Y
(N ENGINE 1 ) (Mo APU v i
Assumptions:
Known reliability of components : i r r
— — e ] —
Worst-case bounds on contactor 1 —

switching times
Typical failure modes to react to ﬁ | \
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Workflow

Abstract Model
Single Line Diagram
+

Formal Specifications
Temporal Logic

|

TuLiP
Python-based toolbox for automatic controller
synthesis

|

Software Models
Simulink + Power Systems Toolbox

|

Hardware Implementation
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Single-line diagram for the testbed
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Formal specifications (a subset of them)

Requirements:

Always open contactors neighboring

an unhealthy generator

Aofo-0- A e-o}
Geg

CeCq

No paralleling

A BV

BeBac GeN(B),CeCq

Buses are powered only if connected to

a healthy generator or a powered bus

Ao{| v

BeB CeCq,GEN(B)

Assumptions:

At least one of the generators is always healthy
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Reactive synthesis as a two-player temporal logic game

Given:
- Environment (e) and controlled (p) variables over finite domains

- Temporal logic specification p(e,p) = Ye — Ps

environment, \
Find: A map F such that realizes e Controlled
the specification. varlables,d

—(—

Can be formulated as a game between the environment and the system.

t—1 t t+1 .-

environment

plant
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Reactive synthesis as a two-player temporal logic game

Given:
- Environment (e) and controlled (p) variables over finite domains

- Temporal logic specification p(e,p) = Pe — Ps

environment
, output,
Find: A map F such that realizes € I Controled | s = (F,)D e)

the specification. variables,d

—(—

Solving the game: Both sides are of the form (a ¢ {e, s}):
- Intractable for general LTL
© o 9EE Vo = 05 N\ OvF A N\ OoJy
- Polynomial complexity for GR[1] icK., icL.
specifications —_—
[Piterman et al., 2007&2011] initial conditions  safety + fairness +
transitions goals
(always
(always) eventually)
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Structure of the controller

Automaton representation:

G, G, G; Gy
I 1 I I
C,:E C, C; o //
c, c, c, State 1 /
- | . |—e—— B \
1 2 3 4 \
\
e. health status of the generators \
p: contactor status & bus powered \
s = (e,p)
Strategy:

State 4
f : (8081 ... Sty 6t—|—1) = Dta-1

t—1 t t+1 ---

environment

plant
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Given arbitrary, admissible environment signals, read the system

A sample simulation -- sanity check

outputs from the automaton

N A N
A
healthy healthy healthy — healthy
unhealthy + —_ unhealthy -+ unhealthy 1 unhealthy + —
| B e e S — t | S e | B e e S — e p—t>
0o 1 2 3 4 5 step 06 1 2 3 4 5 step o 1 2 3 4 35 step 0 1 2 3 4 5 step
A
losed a A A
close
= e Closed + — —
CI w—— OpCN | Cz— C5 B closed C6 —dosed
1 i AL op m — op en ™ OP en ™ —
1 1 1 1 | | 1 L i L >
LEN B L B -t 1> 4 >
e I 2 3 4 5 step 0 1 2 ¢ 5 step 0 1 2 3 5 step 0 1 2 3 5 step
C3 C4 C'7
& | " I— G —— G
)
A A
sidel . ) ‘
sidel | side 1 -+
open open open
side -1 —+ s i .
side -1 — : > side -1 et —t>
0 1 2 3 % 5 step 0o 1 2 3 4 5 o 1 2 s 5
- step - step
A A A A
powered powered - powered | powered
unpowered — unpowered — unpowered unpowered | T
% % ; t ?= ; ; T { T > % ? 1 ) IL> : ? ! ; i >
© 1 2 3 4 5 step 0 1 2 3 4 5 step 0 1 2 3 % 3 step 0 1 2 3 4 5 step
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Uful

Overview of testbed functionality
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A look of the testbed
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ardware tests -- normal operation
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ardware tests -- environment assumptions violated

Both transformers become unhealthy simultaneously---violating an assumption---and
the controller cannot assign a “next” value for the controlled variables.

“next”’ controlled

variable value is assigned

““““
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Limitations and lessons

Sensing and perception are important and often ignored.

-Matching the sensing modalities in theory and practice
-Limitations in sensing
‘Uncertainties in perception

Have ignored most of the hard timing constraints

Have mostly ignored the underlying dynamics

-Seems to work fine at this level of detail
In general, need for hierarchical control

____________________________

| (D) evones ~ | @ """ w o O Y @ """ @
Controller structure is key for... R R A S I o T
‘Reliability ol | PR
Scalability T I 7
Cwm T T
T T T T T
ﬁ BATH E E B *
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Compositional synthesis of distributed protocols

/\7:9062- — Pe — Ps — /\739081'

Vo — - >
N
N

“weaker” “stronger”
rolled Subsvs environment system
controlled su . .
y assumptions requirements

local controller O
physical coupling —»
information flow .-»
exogenous signal —»

Extra (mild) technical conditions: No common controlled variables & loops are well-posed.

Fact: we — Y5 Isrealizable if every ¢.. — g, Is realizable.

Contracts formalize information exchange,...

- design-time---between the design teams---and
* run-time---between the subsystems.
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Distributed controllers for the power network

Master (SYS2) / Slave (SYS1): Decentralized:
- Uni-directional power flow - Bi-directional power flow
(SYS2 — SY31) - Restrictions to avoid deadlock
- Assume always Ar or Gr healthy - Make B2 and B3 an essential bus
- SYS2 sees the health status of SYS1 - Additional assumptions on both sides
- Make B3 an essential bus (G =0AAL =0— Cy = —1)

D(GR:O\/GLZO\/32:1)

SY St SY Sy
G, A, Health Status A, G
i (of SYS1 generators) ,
~ SN sk > S )
Cl = C2 — i C5 J—_ C6 —
Power
<
C; | 4 7
? 1 ? | -B | *
1 2 3 4

Ufuk Topcu, UPenn 18



Application to the testbed

Specifications naturally decompose into AC and DC parts.

assumptions:

O(((gen1 = healthy) V (genz = healthy)) A
((ru1 = healthy) V (ruz = healthy))),

non-paralleling of AC buses:

O-((c1 = closed) A (c2 = closed) A (cs = closed))
strict timing constraints:

(b; = powered), for i € {1,2,3,4}

Assume: Rectifier units have capacitors
that can power the DC buses for some
time T>0 and generators stay healthy
(once they become) for longer than T.

Impose extra assumption on DC side:

(ruy = healthy A rus = healthy)
— O(bDC1 = powered AN bDCy = powered)
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Software-defined networking (SDN)

Traditional networks

- Limited intelligence, implemented as
routing protocols

- Integrated control plane and data plane

- Hard to manage or change

Operating

System Operating
System
Specialized Packet
Forwarding Hardware Specialized Packet

. Forwarding Hardware
Operating

System

Specialized Packet Operating
Forwarding Hardware System

Specialized Packet
Forwarding Hardware

Operating
System

Specialized Packet
Forwarding Hardware
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Software-defined networking (SDN)

Traditional networks Software-defined networks
- Limited intelligence, implemented as - Control plane is separated from data
routing protocols plane
- Integrated control plane and data plane - Centralized (to certain extent)
- Hard to manage or change - Hard to scale & reason about
Controller

«—— Dbox/cluster

Network Operating System

Open interface to hardware
(e.g. OpenFlow)

G I Flow @MFJQ 2/

Simple Packet

Forwarding Oveniiow
 ETNE( @ ’

Simple Packet
Simple Packet Forwarding
Forwarding Hardware
Hardware

Sin:1ple Packet

Forwarding
Hardware

Simple Packet
Forwarding
Hardware
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A synthesis problem in SDN

Configuration migration: Update the forwarding rules

Type Action
! | U, G | Forward Fl
S Forward F2
F Forward F3
F, F,
F, FI | SSH Deny
* Allow
F2 * Allow
F3 * Allow

Constraints: Enforce a security policy

that denies SSH traffic from

untrustworthy hosts, but allows all other
traffic to pass through the network

Synthesize ordering of rule updates

Ufuk Topcu, UPenn

Type Action
I U Forward Fl
G Forward F2
S, F Forward F3
Fl SSH Deny
* Allow
F2 | SSH Deny
* Allow
F3 * Allow

Simply a closed-system synthesis
question -- use nuSMV to obtain:

21

- Update | to forward S traffic to F3
- Update F2 to deny SSH packets
- Update | to forward G traffic to F2




Access control reconfiguration

Same as configuration migration with updates chosen by users, e.g., to balance loads
Hence, need to treat the updates as adversarial inputs from environment

Flows: U,G,S,F Flows: U,G,S,F
2 ) o )
F : Forward to F, F :Forward to F,
S : Forward to F, : Forward to F,
U :Forward to F, | U: Forward to F, :
@G : Forward to F, 7 \ G: Forwardto F, |
F, F, > F, F,
@ ) E ) c D 5
U: Monitor SSH F:Allow all
U: Deny other ? ?
: Monitor SSH @ g O
: Deny other ©
:Allow all & J

-Switches: I(ingress), F, , (switches for two servers)

‘Flows: U(untrusted), G(guest), S(student), F(faculty)
High-level policy for U flows: monitor SSH packets, deny all other
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A Toy example for access control reconfiguration

Part of the resulting automaton

F1ac: Deny, F2ac:
Deny, lac: Deny,

F1ac: Deny, F2ac:
Allow, lac: Allow,
IF: 1
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Updates in access control

Flows: U,G,S,F

-

)

F : Forward to F,
S: Forward to F,
(e ompvard o=,
OJU: Forward to F,

G: Forward to F, /
J

)

:Allow all

(@

F,

F:Allow all
U: Monitor SSH

U: Deny other




Access control reconfiguration using
a topology-based abstraction

Flows: U,G,S,F

Flows: U,G,S,F
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Access control reconfiguration using
a topology-based abstraction

Flows: U,G,S,F

F1ac: Deny, F2ac:
Deny, lac: Deny,
( F1ac: Deny, F2ac:
Allow, lac: Allow,
IF: 1
IF=2 IF=2
IF=2
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Access control reconfiguration using
a topology-based abstraction

Flows: U,G,S,F
F1ac: Deny, F2ac:
Deny, lac: Deny,
IF:2,
lac:Allow?
( F1ac: Deny, F2ac:
Allow, lac: Allow,
IF: 1
IF=2
IF=2
F1ac: Deny? F2ac: Deny?
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Access control reconfiguration using
a topology-based abstraction

Flows: U,G,S,F

lac1: Allow
lac2: Allow

lac3: Allow

IF4:2,
lac4:Allow

Deny Allow
Allow Allow
Allow Deny
Allow Allow

Ufuk Topcu, UPenn
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F1ac: Deny, F2ac:
Deny, lac: Deny,

F1ac: Deny, F2ac:

Allow, lac: Allow,
IF: 1

IF=2



Interactions with software-defined networking

Lessons from networking on making progress in scalability?

Relatively well-established notions of network abstractions

- based on topology
- based on flow properties/predicates, e.g., bandwidth

Property-preserving decompositions

* virtual networks
* slide isolation
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