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• 	  Large-‐scale,	  complex,	  distributed	  
sensing,	  actua>on	  and	  control	  systems:	  

- 	  Smart	  grid,	  Smart	  buildings,	  AircraA	  
systems,	  Automo5ve,	  Robo5cs,	  
Manufacturing	  &	  Automa5on,	  Security	  
&	  Surveillance	  

• 	  Designing	  controllers	  for	  complex	  
heterogeneous	  sensing	  and	  control	  
systems	  is	  challenging!	  
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Scalable	  tools	  for	  modular	  control	  
design	  and	  verifica>on	  (theory	  
and	  so[ware)	  are	  lagging!!!	  	  

Mo5va5on	  and	  
Applica5ons	  



An	  Industry	  Scale	  Problem:	  
AircraA	  Electric	  Power	  Systems	  
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WHAT	  ARE	  THE	  CONTROL/LOGIC	  
SYNTHESIS	  PROBLEMS?	  

Genera5on:	  Con>nuous	  controller	  to	  
regulate	  the	  output	  voltage	  around	  a	  
nominal	  value.	  

Distribu5on:	  Logic	  to	  reroute	  the	  
power	  according	  to	  flight	  phases	  or	  
fault	  condi>ons	  (Ufuk’s	  talk	  yesterday).	  

Load	  management:	  Logic	  to	  shed	  
unimportant	  loads	  when	  failures	  in	  
genera>on.	  

Fault	  detec5on:	  Logic	  to	  detect	  faults	  
based	  on	  sensor	  measurements.	  

Cockpit	  interac5on:	  Logic	  to	  
coordinate	  controllers	  to	  
accommodate	  pilot	  requests.	  	  

Figure	  courtesy	  of	  Rich	  Poisson,	  UTAS.	  Adapted	  from	  Honeywell	  
Patent	  US	  7,439,634	  B2	  	  



Mo5va5on	  
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• 	  Current	  control	  design	  process	  for	  
cyber-‐physical	  systems:	  

• 	  Given	  some	  spec	  (plain	  English)	  
use	  art	  of	  design	  (engineering	  
intui>on,	  experience)	  and	  
extensive	  tes>ng/fine-‐tuning	  to	  
come	  up	  with	  a	  single	  solu>on	  
• 	  ligle	  or	  no	  formal	  guarantees	  on	  
correctness	  
• 	  no	  formal	  insight	  as	  to	  internal	  
mechanisms	  
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BeSer	  alterna5ve:	  model-‐based	  approach,	  
formal	  methods	  for	  specifica>on,	  modular	  
design,	  correct-‐by-‐construc>on	  embedded	  
controller	  synthesis	  



Synthesis	  of	  Control	  Protocols	  
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requirements	  
(on	  the	  system	  

behavior)	  

assump5ons	  (on	  
the	  unknowns,	  

e.g.,	  environment	  
behavior)	  

System	  

System	  
model	  

Formal	  
specifica>on	  

synthesis	  

realizable	  
(+	  controller	  that	  

renders	  the	  system	  to	  
sa>sfy	  the	  spec’s)	  

unrealizable	  
(+	  no	  such	  

controller	  exists)	  

Given	  
•  models	  for	  the	  system	  and	  its	  

environment	  

•  specifica>ons	  for	  the	  desired	  
behavior	  

how	  to	  automa5cally	  design	  
control	  protocols	  that	  
•  manage	  the	  behavior	  of	  the	  system	  
•  respond	  to	  changes	  in	  

-  internal	  system	  state	  

-  external	  environment	  	  

with	  
•  ``correctness”	  guarantees?	  
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requirements	  
(on	  the	  system	  

behavior)	  

assump5ons	  (on	  
the	  unknowns,	  

e.g.,	  environment	  
behavior)	  

Switched	  
System	  

System	  
model	  

Formal	  
specifica>on	  

synthesis	  

realizable	  
(+	  controller	  that	  

renders	  the	  system	  to	  
sa>sfy	  the	  spec’s)	  

unrealizable	  
(+	  no	  such	  

controller	  exists)	  

Given	  
•  models	  for	  the	  system	  and	  its	  

environment	  

•  specifica>ons	  for	  the	  desired	  
behavior	  

how	  to	  automa5cally	  design	  
control	  protocols	  that	  
•  manage	  the	  behavior	  of	  the	  system	  
•  respond	  to	  changes	  in	  

-  internal	  system	  state	  

-  external	  environment	  	  

with	  
•  ``correctness”	  guarantees?	  

Assumptions -> Guarantees 
(in linear temporal logic) 
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WHAT	  ARE	  THE	  CONTROL	  SYNTHESIS	  
PROBLEMS?	  

Genera5on:	  Con>nuous	  controller	  to	  
regulate	  the	  output	  voltage	  around	  a	  
nominal	  value.	  

Distribu5on:	  Logic	  to	  reroute	  the	  
power	  according	  to	  flight	  phases	  or	  
fault	  condi>ons.	  

Fault	  detec5on:	  Logic	  to	  detect	  faults	  
based	  on	  sensor	  measurements.	  

Cockpit	  interac5on:	  Logic	  to	  
coordinate	  controllers	  to	  
accommodate	  pilot	  requests.	  	  

Figure	  courtesy	  of	  Rich	  Poisson,	  UTAS.	  Adapted	  from	  Honeywell	  
Patent	  US	  7,439,634	  B2	  	  

How	  to	  synthesize	  a	  supervisory	  
switching	  protocol	  that	  takes	  in	  to	  
account	  the	  con>nuous	  dynamics	  
and	  also	  faults	  and	  pilot	  requests?	  



Systems	  of	  Interest	  
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Switched	  systems:	  

ẋ(t) = fσ(t)(x(t), d(t))
x(t) ∈ X ⊆ Rn, ∀t

x(0) ∈ X0 ⊆ X

d(t) ∈ D ⊆ Rn, ∀t
σ(t) ∈ {1, 2, . . . , N}, ∀t

WHY	  SWITCHED	  SYSTEMS?	  
• 	  Naturally	  arise	  from	  	  
	  	  	  -‐	  modular	  design	  principles	  (mo>on	  
primi>ves;	  a	  set	  of	  pre-‐designed	  
feedback	  controllers,	  each	  with	  
different	  performance	  criteria)	  or	  
	  	  	  -‐	  physical	  components	  (different	  
configura>ons	  of	  a	  system	  due	  to	  
physical	  switches	  or	  valves)	  
• 	  Good	  fit	  for	  discrete	  (logic-‐based)	  
tools	  in	  hand.	  Also,	  not	  easy	  to	  
deal	  with	  using	  standard	  cont.	  
control	  tools.	  

Environment:	  	  

e(t) ∈ {e1, e2, . . . , eN};∀t

e1
e2

e3

Con>nuous-‐>me	  
discrete-‐valued	  
signal	  (with	  finite	  
variability)	  



Problem	  Defini5on	  

ẋ(t) = fσ(t)(x(t), d(t))
x(t) ∈ X ⊆ Rn, ∀t

x(0) ∈ X0 ⊆ X

d(t) ∈ D ⊆ Rn, ∀t
σ(t) ∈ {1, 2, . . . , N}, ∀t

Switched	  systems:	  

Environment:	  	  

e(t) ∈ {e1, e2, . . . , eN};∀t

.

.

.

P

σ=1

σ=N KN(P)

K1(P)

se

Problem	  Defini5on:	  Given	  a	  switched	  
system,	  	  

an	  environment	  descrip>on	  and	  some	  LTL	  
specifica>on	  (Φ),	  design	  a	  mode	  signal	  σ(x
(t),e(t))	  such	  that	  the	  trajectories	  of	  the	  
system	  sa>sfies	  the	  spec	  for	  all	  ini>al	  
condi>ons	  x(0)	  in	  a	  given	  set	  and	  for	  all	  
disturbances	  d.	  

Proposi>ons	  &	  observa>ons:	  

Π .= {πinit, π1, . . . ,πnp}
h : X → 2Π

S = (X,X0, , {fa}a∈A,Π, h)
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ẋ(t) = fσ(t)(x(t), d(t))
x(t) ∈ X ⊆ Rn, ∀t

x(0) ∈ X0 ⊆ X

d(t) ∈ D ⊆ Rn, ∀t
σ(t) ∈ {1, 2, . . . , N}, ∀t

Switched	  systems:	  

Environment:	  	  

e(t) ∈ {e1, e2, . . . , eN};∀t

.

.

.

P

σ=1

σ=N KN(P)

K1(P)

se

A	  hybrid	  game	  between	  
the	  mode	  signal	  and	  
con>nuous	  and	  discrete	  
adversaries	  (disturbance	  
and	  environment,	  
respec>vely).	  

Problem	  Defini5on:	  Given	  a	  switched	  
system,	  	  

an	  environment	  descrip>on	  and	  some	  LTL	  
specifica>on	  (Φ),	  design	  a	  mode	  signal	  σ(x
(t),e(t))	  such	  that	  the	  trajectories	  of	  the	  
system	  sa>sfies	  the	  spec	  for	  all	  ini>al	  
condi>ons	  x(0)	  in	  a	  given	  set	  and	  for	  all	  
disturbances	  d.	  

Proposi>ons	  &	  observa>ons:	  

Π .= {πinit, π1, . . . ,πnp}
h : X → 2Π

S = (X,X0, , {fa}a∈A,Π, h)
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ẋ(t) = fσ(t)(x(t), d(t))
x(t) ∈ X ⊆ Rn, ∀t

x(0) ∈ X0 ⊆ X

d(t) ∈ D ⊆ Rn, ∀t
σ(t) ∈ {1, 2, . . . , N}, ∀t
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.
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.
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se

Verifica>on	  is	  a	  special	  
case	  of	  this	  problem	  
when	  |A|=1.	  

Problem	  Defini5on:	  Given	  a	  switched	  
system,	  	  

an	  environment	  descrip>on	  and	  some	  LTL	  
specifica>on	  (Φ),	  design	  a	  mode	  signal	  σ(x
(t),e(t))	  such	  that	  the	  trajectories	  of	  the	  
system	  sa>sfies	  the	  spec	  for	  all	  ini>al	  
condi>ons	  x(0)	  in	  a	  given	  set	  and	  for	  all	  
disturbances	  d.	  

Proposi>ons	  &	  observa>ons:	  

Π .= {πinit, π1, . . . ,πnp}
h : X → 2Π

S = (X,X0, , {fa}a∈A,Π, h)
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.

.

.

P

σ=1

σ=N KN(P)

K1(P)

se

Supervisory	  
control	  (switching)	  	  

protocol	  

σ

x, e

Many	  references	  in	  literature	  for	  
mostly	  special	  cases	  (different	  
specs,	  open/close	  systems,	  
rectangular/linear/nonlinear	  
dynamics,	  disturbances,	  etc.)…	  

Direct	  methods:	  	  
• 	  Asarin	  et	  al.	  2000,	  Ding	  and	  
Tomlin	  2010,	  Moor	  and	  Davoren	  
2001,	  Lygeros	  et	  al.	  2000,	  
Henzinger	  et	  al.	  1999,	  Alur	  et	  al.	  
2012…	  	  	  

Abstrac>on	  based	  methods:	  
• 	  Camara	  et	  al.	  2011,	  Yordonav	  et	  
al.	  2012,	  Gol	  et	  al.	  2012,	  …	  



Overview	  of	  Solu5on	  Strategy	  
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Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

• 	  Given	  

• 	  Compute	  finite-‐state	  proposi>on	  preserving	  
approxima>ons	  

• 	  Solve	  a	  discrete	  synthesis	  problem	  and	  
obtain	  a	  discrete	  switching	  strategy	  σ	  

• 	  Implement	  the	  switching	  strategy	  σ	  
con>nuously	  to	  ensure	  that	  the	  all	  trajectories	  
of	  the	  system	  sa>sfy	  	  

ẋ = fσ(x, d), σ ∈ A, and ϕ = ϕe → ϕs

ϕ

For	  now,	  assume	  no	  environment	  -‐>	  it	  will	  be	  easy	  to	  incorporate	  



Find	  a	  finite	  transi>on	  system	  that	  
approximates	  the	  con>nuous	  dynamics	  

14	  

Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Abstrac5on	  

T = (Q, Q0,A,→T ,Π, L)
Q, finite set of states
Q0 ⊆ Q, set of initial states
A, finite set of actions
→T⊆ Q×A×Q, transition
relation
Π, finite set of propositions
L : Q→ 2Π, labeling function
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Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Abstrac5on	  

Find	  a	  finite	  transi>on	  system	  that	  
approximates	  the	  con>nuous	  dynamics	  

S1	   S2	  

S3	   S4	  

S5	   S6	  

For	  each	  mode:	  

A	  nondeterminis>c	  transi>on	  system	  T	  that	  
“simulates”	  the	  original	  system	  



What	  is	  missing	  in	  transi5on	  systems	  
and	  simula5ons?	  

• 	  Simula>on	  -‐>	  matching	  the	  transi>ons	  
(short-‐term	  behavior)	  
• 	  Cannot	  capture	  long-‐term	  behaviors	  (e.g.	  
liveness)	  
• 	  If	  we	  want	  to	  synthesize	  controllers	  for	  LTL	  
(beyond	  safety	  proper>es),	  a	  natural	  
extension	  is	  to	  augment	  the	  transi>on	  
system	  with	  liveness	  proper>es	  

T = (Q, Q0,A,→T ,Π, L)
Q, finite set of states
Q0 ⊆ Q, set of initial states
A, finite set of actions
→T⊆ Q×A×Q, transition
relation
Π, finite set of propositions
L : Q→ 2Π, labeling function

Flow	  on	  one	  mode:	  

S1	  

S2	  S1	  

S2	  

A	  spurious	  cycle!	  
T	  cannot	  make	  any	  progress!	  
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Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Abstrac5on	  

Main	  idea:	  
Augmented	  finite	  transi>on	  systems	  

Taug = (Q, Q0,A,→T ,Π, L,G)
Q, finite set of states
Q0 ⊆ Q, set of initial states
A, finite set of actions
→T⊆ Q×A×Q, transition relation
Π, finite set of propositions
L : Q→ 2Π, labeling function
G : A→ 22Q

, progress group map

Simple	  extension	  of	  just	  transi>on	  systems	  by	  Kesten	  
and	  Pnueli	  2000.	  
-‐	  augment	  the	  transi>on	  systems	  with	  jus>ce/weak	  
fairness	  assump>ons	  



Augmented	  Finite	  Transi5on	  Systems	  
Main	  tool:	  
Augmented	  finite	  transi>on	  	  
Systems	  (FTS):	  

What	  is	  progress	  group	  map?	  	  

Taug = (Q, Q0,A,→T ,Π, L,G)
Q, finite set of states
Q0 ⊆ Q, set of initial states
A, finite set of actions
→T⊆ Q×A×Q, transition relation
Π, finite set of propositions
L : Q→ 2Π, labeling function
G : A→ 22Q

, progress group map

Given a ∈ A, if a set G ⊆ Q is such that

G ∈ G(a), then the system cannot remain

within G indefinitely using just a. Or, in

LTL, G imposes:

ϕg
.
=

�

a∈A

�

G∈G(a)

¬ ��((∨q∈Gq) ∧ a)

We	  can	  define	  a	  simula>on-‐like	  preorder	  between	  augmented	  finite	  transi>on	  
systems:	  

DEFINITION: T̂aug �
A.S.

Taug, if there exists a function β : Q → Q̂ that defines

simulation and for all actions, for all Ĝ ∈ Ĝ(a), there exists G ∈ G(a) such that

for all q̂ ∈ Ĝ, we have β−1(q̂) ⊂ G.



Augmented	  Finite	  Transi5on	  Systems	  
We	  can	  define	  a	  simula>on-‐like	  preorder	  between	  augmented	  finite	  transi>on	  
systems:	  

DEFINITION: T̂aug �
A.S.

Taug, if there exists a function β : Q → Q̂ that defines

simulation and for all actions, for all Ĝ ∈ Ĝ(a), there exists G ∈ G(a) such that

for all q̂ ∈ Ĝ, we have β−1(q̂) ⊂ G.

• T̂aug has more behaviors (due to adversarial uncertainty)

• Taug has more achievable behaviors (enforced by control)



Augmented	  Finite	  Transi5on	  Systems	  
Main	  tool:	  
Augmented	  finite	  transi>on	  	  
Systems	  (FTS):	  

What	  is	  progress	  group	  map?	  	  

Taug = (Q, Q0,A,→T ,Π, L,G)
Q, finite set of states
Q0 ⊆ Q, set of initial states
A, finite set of actions
→T⊆ Q×A×Q, transition relation
Π, finite set of propositions
L : Q→ 2Π, labeling function
G : A→ 22Q

, progress group map

Given a ∈ A, if a set G ⊆ Q is such that

G ∈ G(a), then the system cannot remain

within G indefinitely using just a. Or, in

LTL, G imposes:

ϕg
.
=

�

a∈A

�

G∈G(a)

¬ ��((∨q∈Gq) ∧ a)

Progress	  group	  map	  can	  capture	  long-‐term	  behaviors	  of	  underlying	  
dynamics:	  
If	  a	  set	  K	  of	  the	  state	  space	  is	  transient	  (i.e.,	  does	  not	  contain	  any	  
invariant	  sets),	  then	  all	  the	  discrete	  states	  corresponding	  to	  a	  concrete	  
subset	  of	  K	  form	  a	  progress	  group	  map.	  



Computa5on	  of	  Abstract	  Models	  
IDEA:	  start	  with	  a	  
“complete”	  graph	  :	  
transi>ons	  to	  all	  
neighbors	  

S1	   S2	  

S3	   S4	  

S5	   S6	  



Computa5on	  of	  Abstract	  Models	  
isBlocked:	  Yes,	  if	  we	  can	  
verify	  that	  there	  exists	  
no	  flow	  from	  one	  cell	  to	  
the	  other.	  	  

S1	   S2	  

S3	   S4	  

S5	   S6	  



Computa5on	  of	  Abstract	  Models	  
isTransient:	  Yes,	  if	  we	  can	  
verify	  that	  a	  cell	  contains	  
no	  invariant	  sets	  (i.e.,	  all	  
trajectories	  eventually	  
leave).	  

S1	   S2	  

S3	   S4	  

S5	   S6	  



Computa5on	  of	  Abstract	  Models	  
isTransient:	  Yes,	  if	  we	  can	  
verify	  that	  a	  cell	  contains	  
no	  invariant	  sets	  (i.e.,	  all	  
trajectories	  eventually	  
leave).	  

S1	   S2	  

S3	   S4	  

S5	   S6	  



Computa5on	  of	  Abstract	  Models	  

• 	  isBlocked	  and	  
isTransient	  can	  be	  
efficiently	  computed	  for	  
linear	  dynamics	  
• 	  Computable	  via	  
polynomial	  algebra	  and	  
quan>fier	  elimina>on	  for	  
polynomial	  dynamics	  
• 	  “Efficiently”	  
computable	  for	  
polynomial	  dynamics	  by	  
using	  convex	  relaxa>ons	  
and	  semidefinite	  
programming	  



26	  

Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Synthesis	  

Two	  player	  discrete	  game	  between	  
the	  abstract	  states	  of	  the	  low	  level	  
dynamic	  modes	  and	  the	  switching	  
controller	  (Pnueli,	  Ramadge	  &	  
Wonham).	  
Output:	  	  
• 	  If	  realizable	  -‐>	  control	  automaton	  	  
• 	  If	  not	  	  

• 	  par>al	  controller	  and	  sugges>on	  for	  
refinement	  
• 	  impossibility	  cer>ficate	  
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Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Synthesis	  (run5me	  reac5veness)	  

Two	  player	  discrete	  game	  between	  the	  
abstract	  states	  of	  the	  abstracted	  
nondeterminis>c	  dynamics	  and	  external	  
environment	  (just	  define	  an	  
asynchronous	  products	  of	  T	  and	  E)	  	  and	  
the	  switching	  controller	  
Output:	  	  
• 	  If	  realizable	  -‐>	  control	  automaton	  	  
• 	  If	  not	  	  

• 	  par>al	  controller	  and	  sugges>on	  for	  
refinement	  
• 	  impossibility	  cer>ficate	  



28	  

Model	  +	  Spec	  

Abstrac>on	  

Synthesis	  

Implementa>on	  

Implementa5on	  

Given	  the	  automaton,	  make	  sure	  
they	  can	  be	  implemented:	  
-‐	  Need	  to	  be	  careful	  about	  Zenoness	  

Details	  in	  TAC	  2013,	  ACC	  2013.	  
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Example:	  Heater	  



30	  

Example:	  Mo5on	  Planning	  
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Example:	  Mo5on	  Planning	  

and	  pedestrians.	  	  
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Ongoing	  work:	  Extended	  CEGAR	  for	  
Synthesis	  

Synthesis	  

Abstrac5on	  

Refinement	   ?	  

unrealizable	  

switching	  
protocol	  

S

else

T �, (W (q), L(q))
T , (Qg, Qb)

W (q), C(q), L(q)

X0 ∩ L(x) �= ∅
or

X0 �⊂ W (x) ∧ C(x) = ∅

X0 ⊆W (x)

Xg, Xb
W 	  :	  winning	  sets	  
L 	  :	  losing	  sets	  
C 	  :	  candidate	  

	  winning	  sets	  
X0 	  :	  ini>al	  states	  



33	  

Ongoing	  work:	  Extended	  CEGAR	  for	  
Synthesis	  

Synthesis	  

Abstrac5on	  

Refinement	   ?	  

unrealizable	  

switching	  
protocol	  

S

else

T �, (W (q), L(q))
T , (Qg, Qb)

W (q), C(q), L(q)

X0 ∩ L(x) �= ∅
or

X0 �⊂ W (x) ∧ C(x) = ∅

X0 ⊆W (x)

Xg, Xb
W 	  :	  winning	  sets	  
L 	  :	  losing	  sets	  
C 	  :	  candidate	  

	  winning	  sets	  
X0 	  :	  ini>al	  states	  

feedback	  (contract)	  on	  what	  to	  add	  to	  low-‐level	  



Summary	  
•  Switching	  protocol	  synthesis:	  

–  A	  novel	  abstract	  model	  by	  augmented	  finite	  transi>on	  systems	  
(more	  achievable	  behavior	  with	  same	  sized	  abstrac>ons)	  

–  Efficient	  computa>on	  of	  abstrac>on	  and	  refinements	  

•  Current	  &	  Future	  work:	  
–  CEGAR	  (ini>al	  results	  -‐>	  abstrac>ons	  driven	  by	  specs	  -‐>	  for	  

scalability)	  
–  Send	  feedback	  to	  the	  low-‐level	  control	  designers	  in	  case	  of	  

impossibility	  
–  Incorporate	  implementa>on	  uncertain>es,	  allow	  digital	  

implementa>ons	  
–  Beyond	  LTL?	  Hard-‐>me	  constraints.	  
–  Feedback	  on	  spec’s	  -‐>	  analyzing	  poten>al	  reasons	  of	  

unrealizability	  (e.g.	  Bloem	  et	  al.)	  
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